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THE RIGHT REASONS

« Why do we manage identitiese
— Better service
— Better security
— Operational etficiency

« Uh, everything works better
 IT and card office have better lives

— Somebody’s gotta do it

* If you don’t do it intentionally, it will get done
unintentionally
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WHAT WE'RE TALKING ABOUT TODAY

« We're frying to figure out which card to go with

« How do we get this mobile thing going?

« Students have to wait for their cards to go live in the (fillin the blank) system

* The guru who wrote our (filin the blank) System retired

« We have no good way to manage our contractors and guests

« We can only use solutions that are integrated with our one card system

« We can’'t get the reports we need

« Our datais a mess and it’'s all over the place

« We spend so much time doing things manually

. Lhere are so many things we need our ID system to do that it just can’t
o)

 How did we get here?
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HOW DID WE GET HERE?




LOOK AT YOUR CARD

« All the technology on and in your card

 Each communicates with at least one system
— Bar code - library, athletic center
— Mag stripe — payments, door access, printers
— Contactless smart chip — door access, payments

« Card data is identity data
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EVERYTHING ON CAMPUS |

Access Libra .
Control "Y' Print/Copy
Book
ID Card
Issuance
Dining , POS
One Card J
System
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EVERYTHING ON CAMPUS

Access -
Libra :
Control "Y' Print/Copy

Exams Book
Store

Attendance Parking
ID Card i
Transit
Issuance OgeTCord
ystem
Lockers
Conftractors
— Dining , POS
Visitors _ Vending
Summer / Laundry
Campers  Sports Athlefic Residence L Library Fees
Teams Center ] Y
Off-Campus
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UNIVERSITY CARD DATA EXAMPLE

»

« Often multiple days for
service availability
* Manual processes

Card Issuance Software

Scheduled - g
D Batch Files
ata <= = g Transaction I
Vault System \
ID

Scheduled
Batch Files

Production
Database
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HOW DATA CHANGES AND MOVES

* Email Excel files

— Department to department
 Flat file transfers

— Automated

— Like carrying file folders from desk to desk
* Feeds

— After data processing
* De-duplication
* Number generation

« 1990s technology, but it works!
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IDENTITY MANAGEMENT




IDENTITY IS IMPORTANT

How we manage identities and their related
credentials affect how well our systems work

Type of identity Credential

Digital User name, password; 2FA
Financial Banking card; mobile app
Physical ID card; mobile ID
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FINANCIAL IDENTITY

* Your financial institution
. decides who you are

3 ﬂji « They let you use their
money to buy a house,
car, business, toys

* Financial identity theft
has been in the
headlines for years

— It's even a moviel

— Card issuers (banks) don't
hold cardholders liable

« But they give us expensive
EMV cards (credentials)
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PHYSICAL IDENTITY

* You take up space

* You interact physically with systems
— Doors
— Networks
— Points of Sale
— Teams and memberships
— Parking and transit

* Physical persons and possessions have to be safe
— No tolerance for physical “breach”

WWW.COLORID.COM © 2020 ColorlD, LLC 14




IDENTITY AND REGULATION

« Access to digital data is governed by lots of
government regulations in many markets

— Health care, financial, higher education, corporations

« Physical access is not very well regulated
— Home Depot example — Verizon audit

« And, as always,
— Security vs. convenience
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U. S. GOVERNMENT IDENTITY MANAGEMENT

If you had all the $$ in the world...

PIV card costs $150

« Background checks verity

identity

* Very smart card issued

« For Executive Branch only
— Federal agency employees
CAC for Department of Defense

WWW.COLORID.COM
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PIV Issuer Viewpoint — The Next Gen PIV Card

FIPS 201-1superseded) FIPS 201-2 (in effect):
Mandatory Mandatory

- PIV Authentication - PIV Authentication

- CHUID - CHUID

- Biometric (fingerprints) : g:ﬁg oG/ Hngerprioss)

Optional Digital Signature Key,
. » Key Management Key
*# . Facial Image
ey Optional
& OCC, Biometric (iris)

Cl C o
Information Technology Laboratory

Computer Security Division




MORE ON PIV

Verify physical identity against PIV (card)

— Biometrics and PIN — bind person to card ' b e s
« Access to networks and PCs e
« Access to doors - physical access G

Issued by: COMODO SSLCA

Digital certificate on card

— Encrypted digital identity |
— Tamper proof e s i
Identity lifecycle concept —

— Certificate authority

— When something changes with identity, the whole system reacts
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WHAT'S GOOD ABOUT PIV

« Tamper-proof card is bound to cardholder
« Any change in cardholder status is distributed

« All systems can know a person’s status at each
point of contact
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DIGITAL IDENTITY MANAGEMENT - IAM

ldentity and Access Management
« Usually manages credentials
for IT and logical access

* Microsoft product examples
— ldentity Lifecycle Manager,
— Forefront, MS |dentity Manager

« SailPoint

* Not bound to physical person
— Protect the system, not the user
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IDENTITY ON CAMPUS




UNIVERSITY PHYSICAL IDENTITY MANAGEMENT - p. 1

. Jlrfﬁ’rquealishing identity — who are you and how do we know
arts

« Admissions offices have many channels for validating new
students, faculty, staff _

— Application - self service
— Mailings - address

— Emails — digital identity

— Financial aid - financial
— Other services — 3@ party
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UNIVERSITY PHYSICAL IDENTITY MANAGEMENT - p. 2

Meanwhile over at the Card Office -

« |dentity data comes from student information systems to the
card database

* "Gotta get a card in their hand”

— Usuclly just the number on the card for that system
+ One-card system
« Access control system
« Other systems —res, library, parking
« Cards stay issued

— Students, faculty members, staff could be in systems
forever

— Changes handled manually by Card Office
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CREATING A VARIETY OF CREDENTIALS

 How will each system know you are who you say you
aree

* Issuing and managing multiple credential types
— Card/cards

« Multiple credentials on each
— Mobile credentials — doors, POS
— Biometrics — really physical access!
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IDENTITY MANAGEMENT CHALLENGES

« What if someone loses their card or key or credential, or
they leave the school?
— “We have thousands of expired users in our databases”

 Manual processes
— Removing privileges once student or staff leave campus
— Updating permissions, re-issuing cards, managing dataflow

» |dentity data silos obstruct a consolidated view of
identities and access rights
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A NEW APPROACH




MOVING CREDENTIAL DATA

Identity Management Layer
Includes card production, photo upload, self

service
Access . :
Control Oé‘e'fard Library/Print | B king Mobile ID
Systems ystem -Copy
COLOR
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EVERYTHING ON CAMPUS

Access Libra .
Control "Y' Print/Copy

Exams Book
Store

Atftendance )
Parking
ID Card Transit
Issuance One Card
System
Lockers
Contractors
— Dining , POS
Visitors / — Vending
Summer . Laundry
. Resid
Campers  Sports Athletic "o 0on<® ~ Library Fees
Teams Center i
Off-Campus
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MOVING CREDENTIAL DATA

Identity Management Layer
Includes card production, photo upload, self

service
Access . :
Control Oé‘e'fard Library/Print | B king Mobile ID
Systems ystem -Copy
COLOR
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DATA CONNECTIONS

 It's the 215" century!
— No patience for laggy data

RESTful APIs

Native DB connections

ODBC

Flat file transfers still have a place

24-72 hour feeds are no longer acceptable
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HID SAFE SELF-SERVICE BADGING PROCESS

Approver noftified

S
> @

@
0 e ‘

Student E Approves Approver

requestsnew ID card  so.service request
f Portal

N\

Card Office
Prints the ID

Student notified
card is printed
Downstream systems , PACS, Library,
Parking auto-updated with new badge
numbers
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card

=:[]

Existing Card is updated
or Security prints.
Workflow is
documented for Audit
and Compliance
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SAFE HAS SOME INTELLIGENCE

* Physical access control
example:

« HID SAFE has
intelligence built in
— Policy
— Integration

« Ensure each identity
has the right access, to
the right areas, for the
right length of time

WWW.COLORID.COM

Employee requests access

o __[H_ O

- = — E@ E@

o == e,

Employee Self Service Portal Automated Policy & PACS Infrastructure
Integration Components

Approver approves
Employee’s request

Automated email
sent to Approver
@ -'q. 2
v
Approver

New Access Request Workflow

© 2020 ColorlD, LLC
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MANAGING THE FULL IDENTITY LIFECYCLE

Enroll/Hire/Pre-register/Contract

Disenroll/Terminate/Check

-out Authorize/Vetting

Reports

Operational/Predictive ﬁ

E Issuance of Campus ID Cards or
-! Mobile Tokens

Students Staff

Vendors Visitors
Access Audit and Contractors
Compliance Check-In Kiosks
e caninclude issuance of
temp badge
Provision
WWW.COLORID.COM © 2020 ColorlD, LLC
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COME TOGETHER




SHARING IDENTITIES AND RELATED CREDENTIALS

- How are the credentials
- and the permissions that
go with them shared
with campus systems?e

« Across distributed
campuses

« Across mulfiple systems
W ° Do you have silos?

COLOR
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WEB-BASED IDENTITY MANAGEMENT - LIKE GOOGLE DOCS

On-boarding & Visitor Access Privacy & Analviics
Badging Management Management Compliance Y

e B B
COLOR

WWW.COLORID.COM © 2020 ColorlD, LLC 35 IEI



WEB-BASED IDENTITY MANAGEMENT - LIKE GOOGLE DOCS

WWW.COLORID.COM

On-boarding &
Badging

Needs to restock badges

Needs to know when
identities are
on-boarded

COLOR
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WEB-BASED IDENTITY MANAGEMENT - LIKE GOOGLE DOCS |

Visitor
Management

Responsible for visitor &
event management campus
wide
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WEB-BASED IDENTITY MANAGEMENT - LIKE GOOGLE DOCS

Access
Management

They now Changed their
reside on major a month
campus ago

Needs to audit access for off Researcl_n Staff who
site Hospital Research work in a Govt
high security area

COLOR
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WEB-BASED IDENTITY MANAGEMENT - LIKE GOOGLE DOCS

WWW.COLORID.COM

D >
> >

© 2020 ColorlD, LLC

Privacy &
Compliance
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WEB-BASED IDENTITY MANAGEMENT - LIKE GOOGLE DOCS

Needs to understand which sites are
violating tailgating policies
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TEMPORARY IDENTITIES




TEMPORARY IDENTITIES

« How do we create and manage identities for visitors,
conferences and eventse

« Timed events
— Visitors to residence halls
— Any other VISITOI’S
— ConferencEsEainin e
= Summer\prexgr'@mﬁs' |
!@'@]n’rroc’ro.,r m@lka'gemen !;; ’ |

.Example Often: ON Pv'e*’r’rlng Inc:me ol Y& -

WV ayY S TO‘CheCk ﬁhannpe in s’ra’rus -

i kil

—

=3 W
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TEMPORARY ID CARDS - USE CASE

» Question for you. We are looking at Visitor Management for some of the
loaner cards we print for guests and confractors. These cards do not
currently fit info our badging process as cleanly as we want so ideally
looking for a solution that would allow sponsors to pre-enroll guests and
then print badges as needed.

« We also need help with bulk enrollment processes. For instance
Housekeeping is contracted out and they request 50 cards at a time. |
want a way to set them up for bulk prinfing.

* | would really love a way for the system to help automate audits of these
guest/contractors cards as well. Also a way for these sponsors to re-
certify that the cards are sfill in use/possession.

WWW.COLORID.COM © 2020 ColorlD, LLC
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BIOMETRIC
IDENTIFICATION




BIOMETRICS

Measuring different parts or behaviors

« Body part is presented to the sensor

« Sensor captures an image

 Image is converted to a template
— Template is a number

« Template is matched

BIOMETRIC IMAGE

WWW.COLORID.COM

ONE-WAY
HASH

ALGii’ HM
R

BIOMETRIC TEMPLATE

01010101010101110101
11000011100110101101
01010001110001101010
10001010101010101011
11010100011101010101
01000011111110001010
00111001010101000011
00001110101000111010

© 2020 ColorlD, LLC

ENCRYPT VIA
PKI/AES /

| Other
R

ENCRYPTED TEMPLATE

11111111111111111111
00000000000000000000
11111111111111111111
00000000000000000000
10101010101010101010
11111111111111111111
11111111111111111111
00000000000000000000
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BIOMETRIC SYSTEM TERMINOLOGY

AUTHENTICATION

WWW.COLORID.COM

“One to one”

1:1 Matching

© 2020 ColorlD, LLC

Template from
sensor is compared
to one template
from database

*Requires use of card,
PIN, other identifier

46
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BIOMETRIC SYSTEM TERMINOLOGY

Template from

oo s Can be used

with or without

“One to many” compared to all i
femplates i “Gentior
atabase

1:Many Matching

IDENTIFICATION

-V ——
oz ) 7nsensaios.
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BIOMETRIC MATCHING

« Template matching is always based on a probability
— Every transaction is a little different

« Systems must balance False Acceptance (FAR)against False
Rejection (FRR)

« Quality and type of sensor significantly affects system performance

FALSE ACCEPTANCE FALSE REJECTION

COLOR
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FINGERPRINT FOR ACCESS

Fingerprint is the most familiar * Early fingerprint access systems did not work very well

Newer sensors are more effective » Multispectral, Light Emitting Film

Improve performance with additional

* PIN or card
factor

Can be less expensive than other
modes

Sensors available for physical and
logical access

iPhone — Capacitive sensor
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MORPHO WAVE

4 finger
Contactless simultaneous Fast SEimeer\gik\]g
capture P

COLOR
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Circular structure in
the eye

Photo of eye

At least 250 unique

points

Iris does not
change from birth,
unless physically
damaged

Proven to be the
fastest form of
biometric for
mafching

WWW.COLORID.COM

IRIS RECOGNITION

“Eye color”

No contact with
device required

1:N Matching of
100,000 Records in
<] second
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FACIAL RECOGNITION

* Involuntary - Surveillance
* Video cameras could do biometric identification

High hopes

Hopes deferred * Not great for 1:N (PACS)

Crowd, Border,
Forensic

* They know where you are

1416 x 756 - endthelie.com

COLOR
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CAMPUS SECURITY MAGAZINE

News this week!

UCLA Drops Plan to Use Facial Recognition
Technology on Campus

A group ran more than 400 pictures of
UCLA athletes and staff through facial
recognition soffware and found 58 (15%)
were incorrectly matched with mugshot
database photos.

coLOR
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PRIVACY ADVOCATE COMMENTS

“Facial recognition survelllance ...poses a
profound threat to our basic liberties, civil
rights, and academic freedom,” said
Greer. “Schools that are already using this
technology are conducting unethical
experiments on their students. Students and
staff have a right to know if their
administrations are planning to implement
biometric surveillance on campus.”

COLOR
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WHEN IS BIOMETRIC ID OK?

My opinion...
» Closed system

— Dedicated system, for-purpose

— Don’t share data outside that system
« Voluntary

— Always opft-in

- VS. -

* |Involuntary surveillance

— Cameras are everywhere
— Governments love this!

coLOR
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GEORGIA SOUTHERN UNIVERSITY

Over 3 million transactions via Iris intfo dining halls
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| USE CASE: ATHLETIC FACILITIES |

Convenient for athletes
(No card to carry)

Higher security

Iris — non-contact (dirty
hands, gloves)

COLOR
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USE CASE - IT / DATACENTERS

High security

Used by:

* Apple — iCloud
*Google

*The
Clearinghouse
* Citigroup

WWW.COLORID.COM

Card + Iris

Finger —
Individual
cabinefts

© 2020 ColorlD, LLC
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HOW CLOUDS CAN HELP




EVERYDAY CLOUD SERVICES
« Database + application

e OneDirive

— Microsoft applications -Word,
efc.

« Google Drive
— G-Docs
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MODERN CLOUD

» Cloud Day One vs. stuffing legacy
code on web servers

— "Yeah, we're moving to the cloud”

e AMazon
— Amazon Web Services

o Azure
— Microsoft

coLOR
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CLOUD VS. ON-PREM

 Cloud

— No infrastructure at institution

— Updates performed on cloud service

— Failover, instant expansion on demand
« User managed on-prem

— Database admins are employees

— Have to maintain servers

— Have to update

coLOR
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AWS, AZURE - WHAT THEY OFFER

| TO O |S I Special AWS Training and Certification
d Bundle - 2019

| rO I I I I I I g AWS Certified Cloud Practitioner 2019

Price: $ 30.00

Price: $ 35.00

Price: $ 10.00

coLOR
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HOW DATA MOVES

« On-prem
— PC to server and back
—_ COHHGCTIOHS 'I'O |OCO| Oracle ODBC Driver Configuration

S e rV e r Data Source Name |oradsn
° O D BC — 20 ] 3 exam ple Descplion Oracle ODBC Driver Connect @

. TNS Service Name e Mo ! .
« File tfransfers g |5 : A Tes Comnecton
LUserName
o C | O U d T | — |system G l \
— Preferred: RESTful API e st fcin T
Enable Closing Cur
— Also Batch Autocommit Mode I[Iornmit only if all statements succeed ﬂ
b O D B C Numeric Settings |Use Oracle NLS settings ;I
* File transfers
64
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APl ARCHITECTURE

Revisi
Number (Long) ScheduledEvent
CommitMesage (String)
Author (String)
MendixVersion (String)
Date (Date and time)

Environment Constant
URL (String) Name (String)
Mode (String) DataType (String)
Status (Enumeration) Value (String)
©) DeployedValue (String)
DB data
¢ Setti
Name (String)
IErmlonmeﬂl_()ep‘oymeMMaqcI Value (Suing)

DeployedValue (String)

CreationDate (Date and ti...
Status (String)
Size (Long)

COLOR
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ONECARD INTEGRATION

 |s it iIntegrated with our OneCard
systeme

» Learned experience over decades

—Time, $3$%$3. pain
« SDK development

 Scripts and friggers and flags, oh my!

COLOR
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ID MANAGEMENT BY WHOM?

« ID Management handles identifies
—Issuance, including prinfing
— Multitude of credentials
— Connections to campus systems

* SO you can -

— Maybe rely less on OneCard system
» Primary business is financial transactions
* |dentity management is not the core business
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REPORTING AND COMPLIANCE




REPORTING AND COMPLIANCE

« We need to know who, what, when, where, and
maybe why, identities and credentials were:
— Created
— Used
— Revoked

* |ID systems may store some of this data
— How to pull it together?
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EU GDPR — GENERAL DATA PROTECTION REGULATION

 May, 2018
- Covers any data stored for ;
EU persons iy
« Requires personal consent
to use data CI:(AEEII:'I
« Requires data removal AND
after use COMPLY WITH
« Fines for non-compliance GDPR

— Maximum of 4% of global
annual turnover or
€20 million
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IDENTITY DATA FOR ANALYTICS

« Manage risk profiles per person
— These can change after enrollment

— Observed behavior on campus
* Files accessed

» Doors accessed el m,ﬁ.;:fn mEf;::m "m:.gn. T
— Behavior off campus e : : —

« External databases log this "o e
— Manage threats Sl s

- Insider cyber attacks e -

« Physical attacks :m
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DIFFERENT APPROACHES




OTHER APPROACHES TO IDENTITY MANAGEMENT

« Take a "best of breed” approach

* Many new solutions for identity management

— New, robust ID issuance software products
« Powerful data handling capabilities

— Move and manipulate data across many systems
— Photo upload products

— Real time reporting
» Tableau, Qlik, Domo, Splunk

— Social login

FIACL
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CARDEXCHANGE CLOUD

>< ID Management System

CardExchange® Controller CMS is the next
generation ID card management solution containing
advanced features for easy ID holder enrollment and
credential management.

Controller CMS streamlines every step of the
enrollment and lifecycle process. Secure and control
your ID management by creating consistency to your
issuance, re-issuance, and renewal process with our
custom-configured workflows.

With sophisticated business rules, user profile
assignments. lifecycle management, and production
of physical and digital cards. CardExchange®
Controller CMS provides a flexible solution to meet
your unique needs.

© = S

SECURE DATA CENTRALIZED DATA
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POWERFUL SAAS BACK OFFICE
REPORTING TOOLS MANAGEMENT MANAGEMENT SOLUTION CONNECTIVITY
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MICROSERVICES APPROACH

SMS/Email TelosID HSM  Service Bureau LDAP/AD Database CA [ EJBCA/Microsoft)

Aomam B 8, B
Lk | |

Administrator Station

’_ﬁ

Card Reader

i
1 / v
H ' 1
1 D 1 1
RS . I e < N Y=l
! s NP, perator Station . ' -%- H
| Card Reader FingerprintReader | UnifyiaClient User Desktop Unifyia Client ' Il ! @ = '
4 ! __N) Administratpr/ operator & N ! ! [ I | ! ===
i ﬂ =iy . @ Desktop e e i :
% i Bk -
i w | T s : ) Ak =
. .
H —e Operator Station
End User -./I [—
s Identities UnifyialD "
; \
' \
; i : :
H
1 pesemrmres s W ] | Smart Card/ Token Issuance !
5 i
E I Credentials = ! E Vizual Credential !
1
ki ; ; ! oTP I )
H ! SmartCard | ! Push Verify Notification i N v
H
' Visual Credential E ' ' PKI ! UIMS Mobile
o oTP ! : M e
" Push Verify I i
i PKI ; ;
e P R - H
! USB Token |
| \ |
~. : ®

Self service Kiosk

Unifyia Platform Architecture
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SWIFTDATA PINWHEEL - ON-PREM MANAGED SERVICE

SIS/ERP System -
™ - Client

Program

Housing System

€ - -
SqlCommand (querys
trisg):

command . Faraneter
s.Addwithva

. W 3rd-Party System
. . (i.e. Door Access)

) ot g s.Addwithva E
g cystem : . 3rd-Party System
. : (i.e. Door Access)
: : _3rd-Party System
. (i.e. One Card)

., .
-----------------------------

comnand . Paraneter
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PINWHEEL DME CONNECTIONS

« PeopleSoft « Active « TotalCard * PERSONA
« Ellucian Directory « NuVision * Johnson

— Banner  Adirondack « PaperCut C.OnTrOIS

— Colleague « StarRez e ID Works « Brivo

— PowerCampus e RMS e Asure ID + AccessNsite
« Jenzabar EX . EMS . Lenel . Avigilon
« Jenzabar JX . Ad Astra « Software * Innovative
« Empower . CBORD House Interfaces
- Campus . Transact « Vanderbilt * Sirsi Dynix

Management « RS2 e Cisco
« Touchnet : .

« Workday e Millennium « Splunk
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SOME QUESTIONS FOR YOU

« What gaps do we have, both in security and in
conveniencee

— ldentity management directly impacts the “user
experience”

— Do we have deferred maintenance of identity
managemente

« Can departments pull together around Identity
Managemente
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SOME MORE THOUGHTS

« With an Identity Management System, could we
scale back our OneCard services?e

« Are our current systems locking us into a future of
imited options regarding identity and credentials?

 In other words, with modern identity management,
would we have more options for adding services
and products in the future?

« “Sticky” Is a popular word these days. Are you in a
“sticky” situation with any systems you have had for
a long time<¢
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THANK YOU

;L‘Mi»“:.
SRSl
BEREARRSE

WWW.COLORID.COM © 2020 ColorlD, LLC 80




