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Introducing the
CLOUD SUITE

Our cloud suite solution offers an easy way to issue and manage your ID credentials. Whether 
you need employee badges, government badges, campus cards, etc., we provide a centralized 
cloud-based solution to get you full control anywhere in the world. 

CardExchange® Cloud Suite is hosted on Microsoft Azure™ and is based on the structure as you can 
see in the presented diagram. The processes of authentication and data are running at your hosting 
location of your choice and all these services are offered via a single point of access called the 
Application Gateway.

The Application Gateway receives the client request and directs them through the Web Application 
Firewall (WAF) to the correct service on Azure™. The Web Application Firewall analyzes the content 
and takes care that suspicious requests are being blocked, to avoid attaches that could compromise 
the system.

Controller Stand Press
CardExchange® Controller 

CMS is the next generation ID 
card management solution 

containing advanced features 
for easy ID cardholder 

enrollment and credential 
management and the heart of 

the CardExchange® Cloud 
Solution. 

A self-service portal providing 
your users a quick and easy 

way to access their account to 
verify their personal details, 

upload their photo, and 
manage their ID status which 

improves security and 
prevents unwanted activity.

CardExchange® Press is an ID 
card design and production 

software that connects directly 
to The Controller. Securely 

create, manage, and print ID 
badges anywhere in the world.

Secure Infrastructure

Bridge
The Bridge provides a choice 

of connectivity options 
enabling you to seamlessly 

inegrate the CardExchange® 
Cloud Suite with your existing 

systems.



The Controller
The Controller CMS streamlines every step of the enrollment and lifecycle process. It secures and 
controls your ID management by creating consistency to your issuance, re-issuance, and renewal 
process with our custom-configured workflows. The interaction with the Controller CMS is done via a 
modern intuitive user interface that is fast and easy to use.

Bringing all your cardholders together in a 

easy-to-use and intuitive interface, it all 

starts with the person and the position 

within your organization. You can easily 

maneuver between specific information, 

address details, or setup new profiles and 

business rules.

Cardholder
Management

Define your credentials used inside your 

organization and create categories to 

assign them to. Such as MIFARE® Classic, 

DESFire, Ultralight, iClass, HID Prox, Digital 

ID, 1D Barcode, etc.

Credential
Management

The production and enrollment section 

offers a clear understanding of the status 

of your ID and leads by a simple click on a 

button controlled through the different 

stages of enrollment.

ID Card Issuance
and Enrollment

The profile defines what a cardholder can 

or cannot do within your organization, it 

manages the credentials and credential 

types as well the applications, and applica-

tion profiles. Controller CMS is an intuitive 

process for creating unlimited profiles, 

which allows for a more streamlined roll 

out.

Unlimited
Profiles

Defining when a cardholder may receive an 

ID has never been easier with configurable 

business rules within Controller CMS. Set 

the variables, define the terms, and only 

enroll what applies to the rules!

Configurable
Business Rules

Our standard reports give specific informa-

tion about your cardholders or generate 

facebooks. Information in an audit is key, 

therefore we offer flexible configurable 

customizable reports, detailing your 

internal processes.

Powerful
Reporting Tools



The Stand
An efficient enrollment process cannot be without mobile integrations. Introducing the 
CardExchange® Stand, a self-service portal that works in conjunction with our CardEx-
change® Controller CMS and provides your users with quick and easy access to their 
account using a phone, a tablet, or a desktop computer.  

Allowing the users to verify their personal details, upload their photo, and manage their 
ID status improves security and prevents unwanted activity. In full enrollment includ-
ing fullfillment, your users can easily activate their ID when received, without making 
the trip to a service desk for activation. During the high volume enrollments, for 
example Universities, the Stand offers the most effective solution to smoothen your 
enrollment process by including your users  and make them a part of the system.       

Real Time Status
The ID status functionality adds an additional 
level of security as  cards can be produced 
and distributed before they are activated. 
Only when the card is received by the card-
holder, can the cardholder activate the card. 
This ensures the card is activated and used 
by the correct person.

Track and Record
Card Status
With the Stand, you can instantly check the 
status of your ID at any time. It offers 
enhance security by allowing a user to auto-
matically block their card should it become 
lost or stolen, reporting it instantly to the Con-
troller CMS back-office systems to secure no 
unauthorized use of the ID.

Photo Capture and
History
Eliminate the need for expensive photogra-
phers and on-site photo capture stations. The 
photo upload function streamlines the acqui-
sition of ID holder photos by allowing them to 
upload their photo off-site. Photos are quickly 
and easily taken using a smartphone or 
webcam and uploaded for approval, reducing 
queues and the number of staff normally 
required to manage this process. Administra-
tors can retain photo history for added securi-
ty allowing administrators to check that the 
cardholder is who they say they are.

Automatic
Account Creation
With Controller CMS, the person be set up to 
automatically receive an email with a login 
account and instructions, so he or she can 
directly login and have access. Users can 
directly update and verify all their account 
details enabling administrators to make sure 
they have the highest data integrity and 
reducing wasted time and processes.



The Press
Go beyond traditional ID card design software by using our secure, cloud linked work-
space for individuals or teams to design, encode and print ID badges.

CardExchange® Press ID card designer tool allows your organization to centralize 
card issuance and maintain continuity within your secure IDs. CardExchange® Press 
ensures a high level of data security and convenient access with proven security 
features from one of the best platforms on the market.

Create your own design from a blank canvas or use one of our pre-loaded 
designs. CardExchange® Press lets you bring your creative side when creating 
your card. Choose fonts and add images, graphics, barcodes, magnetic stripe, 
and much more. Powerful graphic tools let you control every aspect of the 
design until you see the card you envision.     

When it comes to inline encoding, CardExchange® Press has multiple features 
and functioinality to program your card. With an easy-to-use wizard, CardEx-
change® Press enables you to produce contactless cards in just a few steps. 
From MIFARE® Classic to MIFARE® DESFire EV1 we have the right solution for 
you!

CardExchange® Press card printing software gives you all the tools you need to 
create the perfect card for your organization in a simple and easy way. Within a 
few steps, CardExchange® Press makes it easy to create, connect, encode, and 
produce cards, all based on easy and intuitive wizards!

Whether you print to a local computer or you print to a print farm at one central 
location, CardExchange® Press gives you control of all your print jobs and 
supports most of the main ID card printer brands. Offering easy production from 
any location worldwide. 

Whether you'd like to print a standard CR80 ID Card format or a larger security 
badge, CardExchange® Press has the capacity to design any type of format you 
desire. Just choose from an array of standard sizes or enter your own dimen-
sions.

As the popularity of barcodes progress, CardExchange® Press also supports all 
common barcodes formats for 1D as well for 2D. Define a field containing the 
correct barcode information or concatenate multiple fields, select the correct 
barcode font, and print your ID on the spot.



Get in touch Today

The Bridge
The Bridge provides a choice of connectivity option enabling you to seamlessly 
integrate the CardExchange® Cloud suite with your existing systems. By doing so you 
can simplify and automate your enrollment and card issuance processes.

Data from your source database(s) can be automatically synchronized with the 
CardExchange® Cloud database based on your chosen business rules and schedule 
removing the need to manually import or double enter data. Card production data such 
as card number and status can be automatically sent to connected systems for 
access control, print & copy, time & attendance, cashless catering and more. By utiliz-
ing the power and flexibility of The Bridge, you no longer have to manually manage 
cards in multiple systems.

Connectivity solutions provided within The Bridge include:

Windows Service
Runs as an automated service on a local PC or server synchronizing data between multiple 
host databases and CardExchange® Cloud. It’s easy to use wizard based configuration lets 
you define what data you want to synchronize and how often.

Webhooks
Create and send card holder, card serial number and status information as a webhook based 
on status changes (printed, issued, activated, blocked, etc.).

CardExchange Cloud API
A powerful REST-API allowing you to integrate and communicate directly with the CardEx-
change® Cloud application utilizing all its functionality.

Connector Library
An expanding library of connectors developed in conjunction with our technology partners to 
integrate CardExchange® Cloud with a wide range of third party applications.
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